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With TRIP, information security teams can better understand  
the state of their sensitive data and risk posture on endpoints  
before and after travel activities.  

Business executives have access to highly-sensitive confidential  
and proprietary information. When traveling, executives may 
become victims of cyber-attacks, cybercrime, or surveillance.  
The risks are compounded in countries with strong competition, 
civil unrest, or a prevalence of crime. Be it an unsecured wireless 
network, a computer seized at the border, or a laptop left in a hotel 
room, there are significantly elevated risks of data theft or malware 
installation. While data security is a challenge, there are defenses to 
help mitigate these risks.

Automated Powerful Visible



With this service, our experts will integrate EnCase Endpoint Security directly with 
your existing travel management system. We will then configure the software to 
automatically evaluate critical endpoints prior to travel and immediately upon 
return, accounting for possible changes or anomalies that may have occurred 
during that time. EnCase Endpoint Security then generates a comprehensive report 
for further evaluation by incident responders and/or investigators, if needed.

THE TRAVEL RISK PROGRAM ALLOWS TEAMS TO:

•  Provide an extra layer of protection for mobile employees

•  Detect threats introduced while off the network

•  Speed investigations through automated workflows and processes

•  Allow for quick and effective remediation to return endpoints to a trusted state

experts@guid.com guidancesoftware.com/endpointsecurityexperts@guid.com guidancesoftware.com

ABOUT GUIDANCE
Guidance exists to turn chaos and the unknown into order and the known-so that companies and their customers can go 
about their daily lives as usual without worry or disruption, knowing their most valuable information is safe and secure.  
The makers of EnCase®, the gold standard in forensic security, Guidance provides a mission-critical foundation of market-
leading applications that offer deep 360-degree visibility across all endpoints, devices and networks, allowing proactive 
identification and remediation of threats. From retail to financial institutions, our field-tested and court-proven 
solutions are deployed on an estimated 33 million endpoints at more than 70 of the Fortune 100 and hundreds of 
agencies worldwide, from beginning to endpoint.

Guidance Software®, EnCase®, EnForce™ and Tableau™ are trademarks owned by Guidance Software and may not be used without prior 
written permission. All other trademarks and copyrights are the property of their respective owners.

How it works
An alert from your travel management 
system notifies EnCase Endpoint 
Security of upcoming travel for select 
employees

Prior to travel, critical data regarding the 
employee’s device is automatically captured 

When the device returns to the network, 
another image is immediately taken  

The two states are automatically  
compared, and any differences or 
anomalies are compiled in a report  
for additional review
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ENCASE ENDPOINT SECURITY IS THE MARKET-LEADING ENDPOINT DETECTION  
AND RESPONSE TOOL TRUSTED BY FORTUNE 500 ORGANIZATIONS & GOVERNMENT 
AGENCIES ALIKE.

Offers organizations 360° 
visibility into all of their 
endpoints and operating 
systems across the enterprise

ENCASE ENDPOINT SECURITY:

Detects unknown threats and 
zero-day attacks

Automates the incident response 
process by validating and triaging 
incoming alerts from perimeter 
detection tools

Completely responds to an 
incident and any affected 
systems with complete forensic 
remediation 

TOP ORGANIZATIONS THAT HAVE 
IMPLEMENTED TRIP:


